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INTRODUCTION

In 2016, the Water Policy Program (WPP) at the Nicholas Institute for Environmental 
Policy Solutions at Duke University launched a nationwide effort to modernize our 
nation’s water data infrastructure. The Internet of Water project (IoW) began with 
a dialogue series in partnership with the Aspen Institute and has evolved into close 
engagements with those in the water sector at every level, including federal, state, and 
local policymakers, consultants, engineers, irrigators, farmers, ranchers, and local water 
managers in both urban and rural communities, including public water utility operators 
and managers. The results of these engagements are now implemented in four key 
states (California, New Mexico, North Carolina, and Texas) in a variety of pilot programs. 
A common theme among these pilots is the need for and challenges surrounding data 
infrastructure modernization. It is clear from this work that resilient water management 
requires modern data infrastructure. 

The following Research Report is the result of the WPP’s Technology Adoption Research 
Project. The Technology Adoption Research Project follows 18 months (2019-2021) of 
pilot engagements and focus groups conducted by the WPP Internet of Water (IoW) 
team at Duke University. The project was developed to improve our understanding 
of the current state of public agencies’ water data infrastructure and how modern 
technology is adopted at those agencies. Targeted research about technology adoption 
at public agencies is needed given their unique characteristics, structure, and processes. 

Over the course of the project, the IoW team conducted a survey and follow-up 
interviews to:

• Assess the current state of water data infrastructure at public agencies
• Learn more about the process of technology adoption within public water 

agencies 
• Document the successes and challenges of technology adoption
• Develop an adoption curve to visualize the technology adoption transition in 

public agencies

In collaboration with the Water Data Exchange of the Western States Water Council, 
the American Water Resources Association, the American Water Works Association, 
the Association of Clean Water Administrators, the Association of State Drinking Water 
Administrators, and the Environmental Council of States, the IoW team administered a 
twenty-three-question survey via listservs and social media outlets, followed by in-
person interviews of participants. The results revealed technology adoption challenges 
unique to public agencies and highlighted the need to develop clear, actionable 
solutions to those challenges and targeted initiatives to help public agencies implement 
those solutions.
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PROJECT SUMMARY

The Technology Adoption Research Project follows 18 months (2019-2021) of pilot 
engagements and focus groups conducted by the IoW team at Duke University. These 
engagements from our four pilot states (California, New Mexico, North Carolina, and 
Texas) provided an opportunity to not only work closely with public agency partners 
in these states, but to observe how their agencies adopt new technology, and in 
particular, their challenges in doing so. We also conducted several focus groups to 
talk directly with a diverse range of public agency employees about their experiences 
working with data in their agency, challenges or barriers to improving water data 
infrastructure, their observed benefits and successes around modernization efforts, and 
recommendations on how they feel their agencies can modernize. 

To date, there has been little research that explores technology adoption by public 
agencies, and even less about those agencies that work in water management. This 
often contributes to misunderstandings and potentially ineffective proposals for 
solutions. An informal literature review conducted for this project during 2021 located 
few articles associated with technology adoption for public agencies in the water sector. 

NOTABLE TERMS

Digital or data transformation: a fundamental change in how organizations 
think about, collect, and manage data, resulting in the modernization of data 
into a service rather than a single-use product.

Technology adoption:  the implementation of the technological systems 
necessary to modernize an organization’s data systems

Modernization: to bring a process, organizational structure, regulation, 
or mission up to a current standard. While standards do evolve over time, 
modernization does not necessarily mean “new.” Modernization also does 
not mean “digital,” as there are some processes that are not accessible or 
improved by digital formats (for example, services for populations without 
easy access to the Internet). It is also important not to equate modern with 
“permanent,” as truly modern systems are those that resilient to contextual 
changes. A modern system should constantly reassess how well it responds 
to the changing context around it. This adaptability makes modern systems 
simple, usable, useful, reliable, and resilient.
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Of 75,572 articles on technology adoption, 3,615 were specific to the water sector and 
524 were specific to public agencies. Ultimately, only 23 articles addressed technology 
adoption among public agencies in the water sector. In many of those articles 
“technology adoption” focused on such issues as technical equipment and laboratory 
procedures. In addition, most articles on technology adoption for public agencies were 
international in scope, limiting their relevance to challenges faced by public agencies in 
the U.S. The few articles that focused on the U.S. were regionally specific and, therefore, 
unrepresentative of national demographic distributions (see resources). 

While there is a wealth of information on technology adoption across sectors and 
geographic scales, there has been very little work to understand how technology 
adoption in public agencies in the U.S. can improve the data infrastructure for water 
management. Given the dependence of effective water resource management on 
reliable, accessible, and usable data, more work is needed to a) understand the status 
of data infrastructure in public agencies, b) document the challenges specific to public 
agencies in modernizing data infrastructure, and c) develop proposed solutions and 
policy interventions to support such efforts.

CHALLENGES FOR PUBLIC AGENCIES

The COVID-19 pandemic has exposed many challenges regarding public agency 
technology adoption and modernization that the emerging field of Public Interest 
Technology is addressing and provides important lessons learned and insights that can 
be applied to the water sector (See Resources for suggested readings).

Generally, challenges with technology adoption in public agencies are rooted in four 
causes: 

1. Lack of Demand: In the private sector a demand signal, powered by the market, 
indicates a desire for modernization. In the public sector, no such demand signal 
exists to drive action, instead, the driver of action is the need to deliver the 
‘public good’ in a manner that is effective and efficient. 

2. Necessary Transparency: The private sector is not necessarily better at 
technology development. When the private sector makes a mistake or fails 
at technology development, it is not public knowledge. However, in the public 
sector, transparency requires that attempts and failures are public knowledge, 
often leading to questions surrounding the appropriate use of public funds. 
Therefore, public agencies and the people that lead them are often risk averse 
and incentivized to maintain the status quo. 

3. Competing Priorities: Private organizations can identify and focus on a priority 
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based on a market-driven mission. This mission can be revised and change over 
time in response to changing conditions or the intention of donors. In contrast, 
the missions of public agencies are often established in law and frequently 
more expansive than those from private organizations, creating competing 
priorities that make cross-agency coordination and efforts to centralize data 
management difficult.

4. Generational Conflict: Public agencies often have multiple “generations of 
technology” under one roof. This causes cultural conflicts and often results 
in resistance to technology adoption and modernization within and between 
agencies. Today’s systems are not only built upon legacy technologies, but also 
the thinking that created them.

Because of the challenges specific to public agencies, it is critical to the success of 
modernization efforts that technical frameworks and implementation plans developed 
through the process are done so within the context, capacities, and capabilities of 
the public agency. Modernization efforts require coordination across the divisions of 
the public agency and should be carried out in accordance with the organizational 
structures that commonly exist.

SURVEY RESULTS

Over the course of the Technology Adoption Project, the Internet of Water (IoW) team 
at Duke University conducted a survey and follow-up interviews to:

• Assess the current state of water data infrastructure in public agencies

• Learn more about the process of technology adoption within public water 
agencies 

• Document the successes and challenges of technology adoption

• Develop an adoption curve to visualize the technology adoption transition in 
public agencies

In collaboration with the Water Data Exchange of the Western States Water Council, 
the American Water Resources Association, the American Water Works Association, 
the Association of Clean Water Administrators, the Association of State Drinking 
Water Administrators, and the Environmental Council of States, the Internet of Water 
administered a twenty-three-question survey (See Appendix C for survey questions) 
via listservs and social media outlets. The survey received 143 responses from public 
agency employees (federal, state, local, and tribal) representing each of seven broad 
geographic regions within the U.S. (Figure 1).
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The survey captured 
responses from a 
variety of agency types, 
including water quality, 
water quantity, water 
planning, water rights & 
permitting, water pricing, 
water conservation, and 
others (water supply, 
enforcement, fish and 
wildlife), with the majority 
from water quality 
agencies (Figure 2). 

Respondents also identified their role in working with data within their agency. These 
roles included data collection, modeling and visualization, decision-making based on 
water data, data management, and data requests. Within these roles, respondents 
were asked to categorize their experience working with data in their agency. Relatively 
few described their working experience with data as excellent; however, experiences 
with data collection as well as modeling and visualization were largely described as 
good. Decision-making using data was described by roughly 60% of respondents as 
somewhat difficult, while nearly 90% of respondents described requesting water data 
as somewhat difficult or difficult. Difficulties with data-driven decision-making and 
requesting water data (particularly in cross-agency circumstances) also surfaced in the 
follow-up interviews as key areas for improvement (Figure 3).    

Figure 1: Survey Respondents’ Locations by Region

Figure 2: Respondents’ Role within their Agency
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Survey respondents were asked to consider their agency’s water data infrastructure 
within a technology adoption curve (Figure 4). 

This curve was developed initially by the IoW team at Duke University and later 
evaluated for accuracy using survey responses that compared how respondents 
classified their agency on the curve versus how they described the characteristics of 
their agency’s water data infrastructure. For these survey questions, to comply with 
best practices in survey design, respondents were given seven choices:

a. Stage 1: Most reports and data are collected using paper formats and stored 
in file cabinets. Agency staff manually access and compile data upon request. 
Data are fragmented. Data are collected across many divisions within an agency 
and there is little ability to share data between divisions or agencies, and little 
knowledge of data collected by other divisions or other agencies.  

b. Somewhere between Stage 1 and Stage 2  
c. Stage 2: Out-dated data infrastructure and software exist including local data 

servers that must be maintained by local staff. Data are not accessible from 
outside the agency. Data are fragmented and non-standardized (e.g., variation 
of units, data names, etc. used within the agency). 

d. Somewhere between Stage 2 and Stage 3  
e. Stage 3: A data infrastructure exists that allows for data sharing; however, the 

data is not always standardized or machine-readable. There is no easy method 
for creating visualizations and analytics. There may be duplicative systems 
across agencies, but they are not linked to each other.

f. Somewhere between Stage 3 and Stage 4  

Figure 3: Respondents’ Experience Working with Data at their Agency
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g. Stage 4: A modern data management system exists that includes the ability to 
extract data from the system and conduct data visualization and analytics.

Figure 4: Technology Adoption Curve
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The curve was evaluated 
for how well the stages 
represent levels of data 
infrastructure at public 
agencies by comparing 
how respondents ranked 
their agency versus 
how they described 
the characteristics of 
their agency’s water 
data infrastructure. 
Using this guideline, the 
responses matched the 
categories as defined in 
the technology adoption 

curve. Overall, most respondents placed their agency between stages 2 and 3 on the 
technology adoption curve with minimal variation across geographic regions (See 
Figure 5). 

Respondents were also asked to consider barriers to movement along the technology 
adoption curve. Respondents selected from the following categories:

a. funding,
b. legal barriers,
c. agency leadership,
d. lack of capacity,
e. access to resources,
f. lack of understanding of available technologies,
g. lack of clarity about the value created by deploying improved data solutions, 

and
h. data security.

The overwhelming barrier to data modernization efforts, according to respondents, 
is funding (75%). Interviews with respondents were able to examine this finding in 
more detail, revealing that not only is lack of funding the root of most capacity issues, 
but the promise of funding can also serve as an important incentive to pursue data 
modernization efforts. Respondents also commented on additional barriers not 
indicated among the choices provided in the survey (a-h above). These included:

• cross-agency collaboration, particularly across counties, states, or other 
administrative boundaries; 

Figure 5: Survey Respondents’ Locations by Region
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• the need to support old applications while moving to new technology; 

• difficult bureaucratic processes such as requests from IT departments to adopt 
new software; 

• high turnover among agency employees; 

• inefficient existing technologies; and 

• resistance to the adoption of new technologies. 

These topics also surfaced in the interviews and were classified as cultural barriers, 
such as:

Interviewee 1: “I think it’s probably more change resistance. I think there’s a 

couple of people who, who understand it and care to see a change, but a lot 

of the people are just not eager to see change.” 

Interviewee 2: “…it’s hard when the benefits aren’t tangible to them, you know 

what I mean? Like, here’s all this extra work you have to do, or doing things, 

maybe not extra work, it gets harder or it’s different. You have to learn, you 

know, it’s out of your comfort zone and there’s not really a, like, they don’t 

see a benefit to that. So, I guess that’s trying to like find ways to point to like, 

hey, this will make your job easier. And here’s how.”

Interviewee 3: “You know, when I talk about, you know, data management 

strategies or best practices in house, I think that the people who aren’t 

necessarily familiar with that world, you know, they might get a little bit 

intimidated and say, okay, well, that’s going to be a whole other skill set I 

have to learn. They automatically, I think their head jumps to coding. They 

jump to language learning. They say, I don’t have time for this. Like, I know 

Excel, I know my data processing. This works for me. They think they don’t 

have time to invest in a learning curve. And I think maybe this is what I need 

to learn to communicate better, and, I think, the people who are working on 

this might need to communicate better is: you don’t need to learn anything 

necessarily like in the command line or anything like that in order to manage 

your data more effectively.”

When asked about helpful “next steps” to aid their agency in moving along the 
technology adoption curve, responses concentrated primarily in two categories: 
identifying funding and technical support (Figure 6)
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INTERVIEWS

In addition to the survey, members of the IoW team at Duke University conducted 
interviews with 16 volunteer participants from the survey. A content analysis of these 
interviews revealed themes of inefficient systems and cross-agency challenges, 
exacerbated by procurement processes, but the interviews also illuminated the benefits 
of increased efficiency within agencies who have invested in modernization efforts (see 
Appendix B for content analysis map). 

Interviewees cited five software products deployed in their agencies: Oracle, SQL, 
Microsoft Excel, Microsoft Access, and ESRI’s ArcGIS. In many cases, these systems 
have been in place for 10-20 years, and are frequently the source of much inefficiency 
in their work with data. Outside of these legacy systems, interviewees cited poor 
procurement procedures, via contractors, that put systems in place that agencies are 
either unable to upgrade or change or that were never configured to meet their data 
needs:

Interviewee 4: “And so they recognize the need to build up this capacity … 

And I think our direct managers are aware that’s critical as well. But I think 

historically there has absolutely been this tradition of, okay, you need a 

database, we don’t have time to build it for you. So, hire a consultant to do 

it, but then only the consultant knows how to manage it. And so, then the 

database dies after, you know, three or four years. And either way, building 

Figure 6: Next Steps to Data Modernization
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these little databases, whether it’s internally or externally, you’re not getting 

the cross-agency function or consistency that you need for this to be kind of 

a long-lasting culture change or really effective”

In addition to procurement issues, barriers to cross-agency collaboration were a 
common theme throughout the interviews.

Interviewee 5: “You don’t necessarily know where to go to get the data you’re 

looking for. You kind of have to ask around and find who’s the steward of that 

data and then ask them for it. And then you get emailed an Excel file. And, so, 

there’s, like I said, there’s not version control because you’re not necessarily 

pulling data from a database. You know, you’re asking someone for this 

dataset and that might be a different person than my colleague asked three 

weeks ago for the same data”

Interviewee 6: “And that’s one of the challenges is there’s just a real lack of 

inter-agency communication. I’ll go a step further, not just electronically, but 

verbally. Communication as a whole is a real challenge. People are always 

talking, but it’s sometimes you’re not even sure that you have the right 

people involved, so it would be nice to have a network of databases as 

reference.”

Ad hoc systems were often described by interviewees as a mechanism to deal with 
the lack of investment in data infrastructure. These systems were often developed 
in-house by an employee with coding skills; however, these ad hoc systems contribute 
to systemic fragmentation and limit cross-agency interoperability, producing wide 
disparities in agency infrastructure. While a few “lucky” agencies had an employee who 
could code, many others lacked that internal capacity.

Interviewee 7: “I would describe it as a free for all of everyone just kind of 

making what they need to make the wheels go round.”

Interviewee 8: “And I think that it’s just a really hodgepodge approach and 

that, you know, that makes things difficult for us. It makes things difficult 

for the state. It makes things difficult for the public. You know, there are the 

inconsistencies, that’s not great, you know, it hampers decision-making, you 

know, like if we’re trying to make really big decisions, how can you do that?”

But for those agencies who have implemented modernized data infrastructure, even 
for only a few, specific projects, the benefits are clear. The benefits most often cited 
by interviewees related to employee efficiency, which translated to dollars saved. 
For example, one interviewee described his agency’s struggles to fulfill Freedom of 
Information Act (FOIA) requests. Initially, the agency received 200-300 FOIA requests 
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per year. However, after implementing a public-facing tool for data delivery allowing 
the public to directly access the data requested, the agency now directly fields about 
five FOIA requests per year, for a savings of 400-600 staff-hours per year.  Another 
agency employee described the impact of her agency’s modernization: “We have not 

ever undertaken an audit to, to like quantify that time savings. But data reporting is 

so much smoother now…And then when you need to dig deeper, it’s so much easier 

to be able to pull out exactly what you need…I would say that it’s probably cut the 

time for report prep by maybe a third to a half.”

The following observations and lessons learned emerged from synthesizing the survey, 
interviews, and readings.

OBSERVATIONS AND LESSONS LEARNED

1.  “You can’t bring knowledge, products, or services to a fight over incentives.” 
(Andrew Do) Incentives remain a critical barrier to modernization efforts. 
Regulatory measures, while effective in the short-term, can be limited in their 
effectiveness for sustained, long-term change. Incentives provide the necessary 
resources to establish modernization programs, ensure their sustainability by 
building internal capacity, and provide tangible examples of the benefits of 
modernized water data infrastructure (often measured by more efficient use of 
employee time), which can inspire cultural change among both agency staff and 
leadership.

2. “Seizing the Moment.” (Interviewee) Cross-agency interoperability is a critical 
barrier that prevents agencies from “seizing the moment,” particularly in 
response to crises. An over-reliance on single files that are held by individuals 
and individually requested, with little version-control across agencies, and little 
or no agreement on data and metadata standards, creates difficult or near 
impossible circumstances for cross-agency data sharing and integration. This 
often leads to ad hoc solutions developed in individual agencies and divisions 
that don’t integrate with other systems, increasing fragmentation of both data 
and resources.

3. Less innovation, more operationalization. There is less need for innovation 
and more need to operationalize technologies that currently exist. An emphasis 
on innovation has meant fewer resources designated for systemic change that 
emphasizes improved processes over single platform solutions. It is important to 
distinguish the meaning of “modern” in these contexts. Modern means to bring 
current standards, processes, and organizational structure to the management 
of an organization and its data. It does not mean “new” or “digital.” Modern 

https://dellmed.utexas.edu/directory/andrew-do
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systems evolve over time and are responsive to changes in agency needs, 
mission, and context; therefore, as needs change the technology changes, 
and these criteria must be constantly reassessed. An emphasis on process 
means asking questions about what kind of data collection, management, 
and integration processes exist, what kind of processes are needed, and what 
technologies are appropriate to address these needs.

4. Not all legacy systems are bad. Some systems are not improved with data 
modernization; therefore, it is important to preserve what is working and 
make efforts to integrate these systems into a modern workflow. Additionally, 
digitization of paper records (commonly considered a major component of 
legacy systems) should occur in a measured, strategic manner that focuses on 
prioritized documents of high use or need. 

5. Leadership for Integrated Data. There must be an “owner” (a single 
decision-maker/traffic controller) that ensures cross-agency compliance and 
the establishment of standards. Examples include a Chief Data Officer or a 
Compliance Officer that oversees data modernization across agencies and 
divisions, and ensures external contracts adhere to established principles. 
Too often public agencies rely on contractors to make critical decisions 

around data infrastructure, divorcing technological development from 

agency context, and resulting in technologies that are less responsive to 

the changing needs of the agency. Investment in expertise and management 
not only enhances coordination, but also reduces inefficiencies by eliminating 
unintegrated ad hoc solutions, allows for resource sharing where appropriate, 
and supports a holistic approach to systems management.

6. People, Policy, Procurement. The U.S. spends an estimated $200B per year 
for federal and state IT and many describe the result as old, difficult to access 
systems that often fail when needed. However, technology, or the lack of it, is not 
the issue. The problems arise from people, policy, and procurement issues. This 
requires a) addressing the challenges with cultural conflicts across agencies and 
between leadership and staff, b) implementing meaningful policy that supports 
modernization and the sustainable maintenance of data infrastructure, and c) 
creating procurement processes that are responsive to the challenges of data 
infrastructure and technology adoption. These three issues are often intertwined, 
for example, an over-reliance on contractors has meant software and existing 
infrastructure can’t be easily upgraded or refined with existing agency resources. 
This results in little existing human capacity in terms of new technology expertise 
within the agency to respond to needs as they arise and evolve. Effective 
procurement processes respond to the often rapidly changing nature of 
technology adoption and support agency capability while avoiding over-hiring at 
the agency staff level. 
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RECOMMENDATIONS

Best practices in the field of digital transformation, lessons learned from community 
and public agency engagement during the pilot period of the IoW project, as well as 
survey and interviews conducted during the Technology Adoption Research Project, 
provide the basis for the following recommendations:

1. Identify and provide incentives for data modernization. Because human 
capacity, digital infrastructure, and financial resources are limited at public 
agencies, an important mechanism for water data infrastructure modernization 
is to tie grant or other funds to the development of and compliance with 
standards for improved accessibility, interoperability, and modernization of 
public agency water data infrastructure. This would include grant programs 
offered by federal agencies, but also should include grants provided through 
philanthropic and other non-profit organizations. Documentation of standards 
and best practices for data modernization should be provided to grantors as 
guidance for award requirements. While cultural barriers will not be resolved with 
incentives alone, the application of funds toward modernization can provide in-
house demonstrations that can be persuasive to resistant leadership, particularly 
when they result in improved employee efficiency. These demonstrations can 
also be used by agency leadership to champion water data modernization and 
urge policymakers to develop sustainable funding sources for these initiatives.

2. Connect information delivery with policy outcomes. While leaders often 
tout “data-driven decision-making,” participants in the study and pilot period 
engagements struggle to provide evidence of decisions directly informed 
by data. This may be the result of cultural or behavioral process in which 
decision-makers, who have historically not had access to information delivered 
in meaningful ways, continue to fall back on their traditional methods of 
decision-making. To understand how data are informing decision-making, 
agencies need to ensure clear avenues of information delivery are accessible 
to decision and policymakers, then seek out and compile evidence about how 
their data modernization efforts have directly improved or informed decisions. 
These findings will promote further support of data modernization, as those 
who are tasked with resource allocation are also directly benefiting from the 
modernization process.

3. Resolve issues with procurement processes. Guidelines should be developed for 
agency procurement contracts to ensure that contractors follow modern data 
principles, meet agency needs for sharing and interoperability, and build in plans 
for sustained maintenance and maturity of systems. 

4. Identify leaders for cross-agency compliance and establishment of 
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standards. Executed contracts should be overseen by a Project Lead, as 
described in Observations and Lessons Learned #5 of the Technology Adoption 
Research Project Report.

5. Invest in modernization and technology adoption training for water 
leaders. Communication and training programs designed to inform decision 
and policymakers about how to interpret and understand data, apply data 
to decision-making, and appreciate the need for and power of modern data 
infrastructure will narrow the cultural divide between different generations of 
technology, equip leaders with the knowledge they need to engage with their 
agency staff about modernized data infrastructure, and remove much of the 
resistance and fear over technology adoption. Modeled after the Harvard 
Evidence for Policy Design program, water data modernization and technology 
adoption training for water leaders would deploy teams to states for in-situ 
training. Funding for such a program would come from a combination of public 
grant and philanthropic funds.

https://epod.cid.harvard.edu/project/training-policymakers-use-evidence
https://epod.cid.harvard.edu/project/training-policymakers-use-evidence
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ROADMAP FOR MODERNIZING WATER 
DATA INFRASTRUCTURE:

The following roadmap incorporates best practices for data ingestion, adapted from 
private industry (See Snowflake, Striim, and Qlik), and incorporates agile development 
guidance from the U.S. Digital Services Playbook. Additionally, the following represents 
public agency-specific guidance developed during the IoW’s pilot studies and the 
observations and lessons learned from the Technology Adoption Research Project, all in 
accordance with the IoW Principles.

1. Identify Project Lead

a. Assign a project lead(s) responsible for the implementation of the water 
data modernization effort. This person(s) should have technical project 

Figure 7: Technology Adoption Roadmap

https://www.snowflake.com/guides/how-data-ingestion-framework-powers-large-data-set-usage
https://www.striim.com/what-is-data-ingestion-and-why-this-technology-matters/
https://www.qlik.com/us/data-ingestion/data-ingestion-framework
https://playbook.cio.gov/
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management experience and appropriate knowledge of water data to 
navigate engagement with users and stakeholders.

2. Complete Asset Mapping, Inventory, and Audit

a. Conduct asset mapping to understand the different skills, capacities, 
and capabilities of different teams across agencies or agency divisions. 
Understanding in-house capacity is important in creating an efficient, 
effective, and sustainable modern data infrastructure.

b. Conduct an inventory of current systems and platforms (see the IoW’s Water 
Data Inventory guidance). 

c. Fundamental questions that should be answered during this process 
include: What does the existing system look like? What technical skills 
currently exist within the agency? What capacity do those with technical 
skills have to devote to modernization efforts?

3. Determine Stage on Technology Adoption Curve

a. In reference to the Technology Adoption Framework (Appendix A) 
determine the current location of your agency along the technology 
adoption curve.

4. Complete Needs Assessment

a. Conduct internal engagement regarding barriers or challenges to 
movement along the technology adoption curve and identify internal and 
external resources that could be allocated to the modernization effort.

5. Articulate End-Stage Goal

a. Set an end goal for your agency’s desired stage on the technology 
adoption curve. This determination should be based upon the starting 
point, needs assessment, and agency capacity and capability as identified 
in previous steps of the roadmap. Not every agency will move directly to 
Stage 4, for example. It is important to identify a realistic goal and end-
stage for data modernization.

6. Design Technical Framework 

a. A technical framework document defines specifications and implementation 
for data modernization. The IoW recommends the following specifications:

 » Metadata is published on the web, ideally in compliance with data-
on-the-web best practices from W3C

 » Data is available for download in bulk and/or API in OPEN, non-
proprietary formats

https://internetofwater.org/resources/inventories/
https://internetofwater.org/resources/inventories/
https://www.w3.org/


18 | Page

 » To the extent possible, data bulk download formats and/or APIs 
will follow community standard patterns (e.g. OGC standards); 
metadata will be included with data and be of sufficient quality for 
users to make judgments as to what purposes the data is fit for; and 
data content will reference publicly available definitions, controlled 
vocabularies, and data standards appropriate to the data’s subject 
matter

 » Data will be published and identified with version records and made 
available (to authorized users) so that workflows can be reproduced

 » Open format data content standards and data exchange or API 
standards for similar kinds of data should reference community, 
national, or international standards where practicable (See IoW Data 
101 Guidebook).

b. A technical framework should also:

 » be informed by engagement and needs assessment (Step 4);

 » responsive to current location on technology adoption curve and 
desired end-stage (Step 5);

 » outline data standards, metadata standards, and software needs 
and acquisition plan (Step 6a).

7. Identify and Prioritize Data

a. Many public agencies hold large amounts of data, covering decades in time. 
Successfully modernizing data infrastructure requires a strategic approach 
to identify and prioritize data to be incorporated into a newly modernized 
data infrastructure. This is particularly important for legacy data. Not all 
legacy data need to be digitized; therefore, datasets of most need should 
be prioritized for digitization. In addition, datasets that are commonly 
shared internally or externally should be prioritized for incorporation into 
a newly modernized infrastructure to address issues of version control and 
challenges with cross-agency collaboration as outlined in the Technology 
Adoption Project Report.

8. Develop an Ingestion Framework and Implementation Plan 

a. An ingestion framework is a process for transporting data from various 
sources to a storage repository or data processing tool (See Snowflake, 
Striim, and Qlik). Data ingestion processes should be developed based on 
the data architecture, the volume of data to be ingested, and the frequency 
of data ingestion. An ingestion framework articulates these processes 
as well as any integration challenges (such as data compatibility and 

https://www.ogc.org/standards
https://internetofwater.org/resources/learning-center/
https://internetofwater.org/resources/learning-center/
https://www.snowflake.com/guides/how-data-ingestion-framework-powers-large-data-set-usage
https://www.striim.com/what-is-data-ingestion-and-why-this-technology-matters/
https://www.qlik.com/us/data-ingestion/data-ingestion-framework
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standardization) that are required for successful data modernization. 

b. An implementation plan is a document that articulates an organizational 
strategy for the execution and sustainability of a data modernization effort.  
An implementation plan consists of:

 » an engagement strategy (how to identify and engage with targeted 
stakeholders or users of the newly modernized data system – these 
may be internal or external stakeholders), 

 » a long-term care and maintenance plan for the resulting systems or 
products, 

 » privacy restrictions and guidelines, 

 » funding requirements,

 » associated staffing needs, and 

 » a monitoring and evaluation strategy for impact assessment.

9. Pilot System

a. In accordance with agile development best practices (see U.S. Digital 
Services Playbook), the development of new systems must include 
engagement with users and stakeholders to assess the usability, 
functionality, and efficiency of the modernized system. 

b. Steps 9 and 10 articulate an iterative process for engagement and 
refinement. These steps should be repeated until the new system or product 
meets user expectations.

10. Refine System

a. Based on feedback and lessons learned from the engagement in Step 9, 
refine the system.

b. Return to Step 9 to further refine.

11. Launch

a. Promote the system through internal and/or external communications and 
trainings to ensure that it is widely adopted by agency staff.

12. Sustain, Maintain, and Improve

a. Perform routine maintenance to ensure that the system is sustained over 
time.

b. At intervals defined in the implementation strategy, evaluate the newly 
modernized system, measuring and articulating impact and identifying 
opportunities for improvement.

https://playbook.cio.gov/
https://playbook.cio.gov/
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BUDGETING FOR WATER DATA 
MODERNIZATION

In 2019, the New Mexico state legislature passed the New Mexico Water Data Act. The 
act established the Water Data Initiative within the New Mexico Bureau of Geology and 
Mineral Resources. A steering committee of representatives from partner agencies 
decided on a tripartite implementation structure, with specific responsibilities assigned 
to various workgroups. User engagement was a critical component of the Water Data 
Initiative, designed to inform understanding of New Mexico agency capacity, assess 
needs of both agencies and stakeholders, and guide the development of public-facing 
data platforms. The New Mexico Water Data Initiative (NMWDI) provides a reliable 
model for other, similar initiatives because it required cross-collaboration between state 
agencies, funded a lead agency, incorporated stakeholder engagement, and resulted in 
a public-facing platform to facilitate data integration and interoperability.

The initial funding provided for the NMWDI was $435,000 for years 1 and 2 of the 
initiative. The estimated cost for years 3-5 is an additional $500,000 annually to fully 
support an IT and operations team with up to four full-time dedicated staff who will 
develop and maintain the cyberinfrastructure and connections to data producers and 
users. The six other agencies named in the Water Data Act also requested funding. 
Their funding requests varied significantly depending upon existing agency capacity, 
existing data infrastructure, and the volume of data managed by the agency. Initial 
investments to modernize data infrastructure for these agencies averaged $410,000, 
and recurring annual costs averaged $421,330.

Using the New Mexico Water Data Initiative as a guideline, an estimated cost for 
implementation is $450,000 annual startup costs for the lead agency and $410,000 
annual startup costs for each participating agency. Recurring costs are an estimated 
$500,000 per year for 5 years for the lead agency and $430,000 per year for 5 years 
for each participating agency.
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APPENDIX A:  IOW PRINCIPLES

The following principles were originally developed during the Aspen Institute Dialog 
Series on Water Data, and published in the 2017 report “The Internet of Water: Sharing 
and Integrating Water Data for Sustainability.” In 2021, the principles were revised in 
consultation with the Internet of Water Advisory Board to reflect lessons learned over 
the first three years of project implementation.

1. Water data are essential for efficient, equitable, sustainable, and resilient water 
planning, management, and stewardship. 

2. Modern data infrastructure increases the usefulness of water data and enables 
its broadest possible application.

3. Data equity is necessary for water equity; modern data infrastructure should be 
implemented and governed so that data are usable by and for overburdened 
communities.

4. All water data produced for the public good should, by default, be findable, 
accessible, interoperable, and reusable (FAIR) for public use or authorized users.1

5. Security and privacy risks associated with sharing data can be mitigated using 
mechanisms for tiered access for authorized users. 

6. Commonly accepted data, metadata, and exchange standards should be 
adopted by water data producers to promote interoperability, efficiency, sharing, 
equity, and secondary uses of data. 

7. Control and responsibility over data are best maintained by data producers.

8. Data producers are responsible for sharing data of known quality and 
documenting essential metadata; data users are responsible for determining 
whether data are appropriate for specific purposes and uses.

9. Federated, distributed systems of interoperable public water data generally 
provide scalability and flexibility to meet the diverse needs of data producers 
and users.

DEFINITIONS

Accessible: Full data sets are available to the public or authorized users for download 
in machine-readable, non-proprietary formats. 

Authorized users: The group of users that are allowed to access a given dataset. 
The default group of authorized users for public water data is the general public. In 
certain cases, such as datasets that include personally identifiable information or that 
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represent serious security risks, this group may be limited by data producers to users 
with specific data use agreements or security clearances.

Data hubs: Structured sources of standardized water data aggregated by theme or 
geography.

Data producers: Entities that collect data for a specific purpose and have authority 
over what and how data are produced, including organizations that manage citizen 
science and crowd-sourced data (e.g., a wastewater treatment plant that produces 
data about surface water conditions, a state agency that holds water rights data, a 
non-governmental organization (NGO) that collects water data samples, a private 
company that takes meter readings).

Data standards: Guidelines regarding how data about a particular topic is (1) 
structured, defining what data elements should be present; (2) populated, defining the 
kind and quality of information represented; (3) encoded in machine-readable formats; 
and (4) made interoperable for data exchange. 

Data users: Primary and secondary entities that use water data to create information 
and value. Primary users are the producers who use the data they collect to meet a 
specific mission (e.g., a state environmental quality agency that regulates discharges 
of pollutants, a reservoir operator that regulates the flow of water through a dam). 
Secondary users create value by combining multiple types of data, typically from 
multiple organizations (e.g., a conservation organization building stream restoration 
maps from data held by a utility, state, and reservoir operator; a private company 
assessing, modeling, and visualizing the environmental impacts of real estate 
development).

Findable: Data and metadata published on the web in compliance with data-on-the-
web best practices, ideally tied to a common hydrography.

Interoperable: Data bulk download formats and application programming interfaces 
(APIs) that follow community standard patterns; metadata are included with data and 
of sufficient quality for users to make judgments as to what purposes the data is fit 
for use; and data content references including publicly available definitions, controlled 
vocabularies, and data standards appropriate to the data’s subject matter.

Metadata: Metadata is information about data that assists potential data users in the 
discovery, access, and use of the data. It can describe the identity, subject matter, and 
producer of the data to aid in data discovery. It can describe the location, license, and 
point of contact for the data to assist in data administration and access. It can describe 
the structure, format, and any applicable data standards to assist in the use and 
manipulation of the data.
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Modern data infrastructure: An integrated system of 21st-century information 
technologies, which includes common standards, formats, and tools designed to make 
water data easy to find, access, and share online. This system is connected by a 
network of people and organizations serving as water data producers, users, and hubs. 

Overburdened community: Minority, low-income, tribal, or indigenous populations or 
geographic locations in the United States that potentially experience disproportionate 
environmental harms and risks. This disproportionality can be as a result of greater 
vulnerability to environmental hazards, lack of opportunity for public participation, 
or other factors. Increased vulnerability may be attributable to an accumulation of 
negative or lack of positive environmental, health, economic, or social conditions within 
these populations or places. The term describes situations where multiple factors, 
including both environmental and socio-economic stressors, may act cumulatively to 
affect health and the environment and contribute to persistent environmental health 
disparities.2

Water data produced for the public good: refers to water data collected for any 
public mission or purpose, including for regulatory compliance, either made available to 
the public or limited to authorized users.

Reusable: Data that is published and identified with version records and made 
available to the public or authorized users so that workflows can be reproduced.

1 Wilkinson, M., Dumontier, M., Aalbersberg, I. et al. The FAIR Guiding Principles for scientific data 
management and stewardship. Sci Data 3, 160018 (2016). https://doi.org/10.1038/sdata.2016.18

2 US Environmental Protection Agency. EJ 2020 Glossary. https://www.epa.gov/environmentaljustice/ej-
2020-glossary



24 | Page

APPENDIX B:  CONCEPT ANALYSIS 
THEMATIC MAP
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APPENDIX C:  SURVEY QUESTIONS

1. Can we contact you for an interview to further discuss data technology at your 
agency?  

a. Yes

b. No

2. Do you work at a state agency?

a. Yes

b. No

3. In which geographic region is your state/agency located?

a. Northeast (Pennsylvania, New York, New Jersey, Connecticut, 
Massachusetts, New Hampshire, Vermont, Rhode Island, Maine)

b. Southeast (Maryland, Delaware, Washington, D.C., Virginia, West Virginia, 
Kentucky, Tennessee, North Carolina, South Carolina, Georgia, Florida, 
Alabama, Mississippi, Louisiana, Arkansas) 

c. Midwest (Ohio, Indiana, Michigan, Illinois, Iowa, Wisconsin, Minnesota, North 
Dakota, South Dakota, Missouri, Nebraska, Kansas)

d. Southwest (Oklahoma, Texas, New Mexico, Arizona)

e. Rocky Mountains (Montana, Idaho, Wyoming, Colorado, Utah, Nevada) 

f. Pacific (Washington, Oregon, California) 

g. Noncontiguous (Alaska, Hawaii) 

4. My agency’s primary role regarding water resources is focused on:

a. Water quality

b. Water quantity 

c. Water rights

d. Water planning

e. Water conservation

f. Water pricing

g. Other (please specify)

5. At my agency, my role involves the following (select all that apply):

a. Collecting water data

b. Managing water data  

c. Requesting water data (from within my agency or from other agencies)  

d. Making decisions based on water data  



26 | Page

e. None  

f. Other (please specify) 

6. At my agency, working with data is best described as:

a. Very difficult (Data is highly fragmented and not digitized, located mostly in 
paper format.)  

b. Difficult (Data is highly fragmented and often digitized but is located in 
reports or pdfs that are difficult to access.)  

c. Somewhat difficult (Data is somewhat fragmented and/or somewhat 
digitized but not standardized. Data is available in Excel or csv formats.)  

d. Good (Data is mostly or completely digitized, minimally or not fragmented, 
and is either standardized or stored in a central repository.)  

e. Excellent (Data is fully digitized, not fragmented, standardized, easily 
accessible, machine readable, and stored in a central repository.)  

7. Which statement best describes your agency’s current position on water data? 
Please explain.

a. My agency is comfortable with their current data tools and infrastructure.  

b. My agency is interested in pursuing tools and technology to improve data 
management, access, and use.  

c. My agency currently or has recently implemented projects and new 
technology to improve data management, access, and use.  

d. Please explain

8. What was the catalyst behind starting data improvement projects? Select all that 
apply.

a. Internal demand (e.g., rising need for improved data infrastructure from 
within the agency) 

b. Legislative demand (e.g., state policy determines data standards, legislators 
require improved quality of or access to data, etc.) 

c. Constituent demand (e.g., pressure from constituents for improved access 
to or quality of water data)  

d. Demand from other agencies (e.g., other agencies required access to or use 
of my agency’s data, increased need or demand for collaboration between 
agencies)  

e. Other (please specify)  

9. What challenges or barriers does your agency face regarding improving data 
infrastructure and management? Select all that apply.

a. Funding  
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b. Legal barriers  

c. Agency/leadership approval  

d. Lack of organizational capabilities to deploy improved data solutions  

e. Access to resources (e.g., training, technology)  

f. Lack of understanding of available technologies  

g. Lack of clarity on value created by deploying improved data solutions  

h. Data security concerns  

i. iNone  

j. Other (please specify)  

10. What next steps would be most relevant to your agency? Select all that apply.

a. Assistance identifying funding  

b. Technical support (setting up databases/systems, data digitization/
standardization)  

c. Technical support for end users (dashboards and visualizations)  

d. Educational programming or training  

e. Policy support  

f. Interagency collaboration  

g. Stakeholder engagement  

h. None  

i. Other (please specify)  

11. Using the above chart, please identify which stage best represents your agency.      

a. Stage 1: Most reports and data are collected using paper formats and 
stored in file cabinets. Agency staff manually access and compile data 
upon request. Data is fragmented, collected across many divisions within an 
agency with little ability to share data across the agency, little knowledge of 
data collected by other divisions, or from other agencies.  

b. Somewhere between Stage 1 and Stage 2  

c. Stage 2: Out-dated data infrastructure and software exist including local 
data servers that must be maintained by local staff. Data are not accessible 
from outside the agency. Data is fragmented and non-standardized (e.g., 
variation of units, data names, etc. used within the agency). 

d. Somewhere between Stage 2 and Stage 3  

e. Stage 3: A data infrastructure exists that allows for data sharing; however, 
the data is not always standardized or machine-readable, there is no easy 
method for creating visualizations and analytics, there may be duplicative 
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systems across agencies but they are not linked to each other.

f. Somewhere between Stage 3 and Stage 4  

g. Stage 4: A modern data management system exists that includes the ability 
to extract data from the system, data visualiz

12. Please select the benefits of your agency’s investment in a modern water data 
infrastructure. Select all that apply.

a. Reduced employee time on data requests 

b. Reduced employee time on data processing  

c. Improved operations and decision-making to achieve agency mission 
(effective identification of challenges and solutions) 

d. Decreased costs (associated with data storage or software) 

e. Increased interagency collaboration and/or communication 

f. Better public communication and stakeholder engagement  

g. Reduced employee time on reporting  

h. Better ability to advocate for agency mission support 

i. None  

j. Other (please specify)

13. Which of the following best describes how data are collected and stored at your 
agency?

a. Most data are collected in paper formats and stored in filing cabinets 

b. Most data are collected in digital formats and stored on local computers  

c. Most data are collected in digital formats and stored in a shared 
database(s)  

d. All data are collected in digital, machine-readable formats and stored in a 
shared database(s)  

14. Which of the following best describes how staff access data at your agency?

a. Staff manually access and compile data  

b. Staff access data through one or more databases and manually integrate 
data 

c. Staff access and integrate data through APIs  

15. Which of the following best describes data visualization and analytics at your 
agency?

a. Staff cannot create data visualizations or analytics  

b. It is difficult for staff to create data visualizations and analytics   
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c. Staff can easily create data visualizations and analytics  

16. Which of the following best describes data standardization at your agency?

a. Data are not standardized 

b. Data may be somewhat standardized across divisions or agencies  

c. Data are standardized across divisions and agencies

17. Which of the following best describes data quality at your agency?

a. Data quality is not documented 

b. Data quality is documented in an unstandardized way that may not be 
legible to those outside the division or agency  

c. Data quality is well documented  

d. Data quality is high and is well documented  

18. Which of the following best describes how data are integrated at your agency?

a. Staff cannot integrate their data with data from other divisions or agencies 

b. It is difficult for staff to integrate their data with data from other divisions 
or agencies 

c. Staff can easily integrate their data with data from other divisions or 
agencies

19. Which of the following best describes how data are shared at your agency?

a. It is difficult to share data across divisions or agencies   

b. It may be somewhat difficult to share data across divisions or agencies 

c.  It is easy to share data across divisions or agencies 
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